


SCHOOL LEADER TOOLKIT
Student Data Privacy Checklist
Vetting questions to answer before any AI tool touches student data (FERPA / COPPA aware).

Adaptable template — replace bracketed fields
	How to use this template: Run this once per tool. Keep completed copies on file. Pair it with your state’s official DPA where one exists; this template is a decision aid, not legal advice.



How to use this checklist
Complete one checklist per AI tool before it is approved for classroom use. A tool should clear every "must" item. Keep completed checklists on file with your technology or data-privacy lead. This checklist supports FERPA and COPPA compliance but does not replace legal review.
Tool being evaluated
Tool name: ______________________________   Vendor: ______________________________
Requested by: ____________________________   Grade(s) / use: ______________________
Reviewer: ________________________________   Date: ________________________________
A. Data collection & minimization (must)
❑  The tool works without collecting student personally identifiable information (PII), or PII collection is limited to what is strictly necessary.
❑  Students under 13 can use it without creating personal accounts, OR the vendor provides COPPA-compliant, school-consented accounts.
❑  No sensitive data (health, IEP/504, discipline, free/reduced lunch) is required or entered.
B. Ownership, use & sale of data (must)
❑  The vendor does NOT sell student data or use it for advertising.
❑  The vendor does NOT use student inputs to train public/foundation models without an opt-out or contractual protection.
❑  The school/district retains ownership of student data; data is returned or deleted on request and at contract end.
C. Legal & contractual (must)
❑  A Data Privacy Agreement (DPA) or equivalent is signed, or the vendor meets our state’s student-privacy requirements.
❑  The vendor is FERPA-aware and acts as a "school official" with a legitimate educational interest.
❑  For under-13 users, COPPA consent is handled correctly (school consent or verifiable parental consent).
D. Security (must)
❑  Data is encrypted in transit and at rest.
❑  The vendor has a breach-notification commitment and a stated retention/deletion schedule.
❑  Access is limited by role; no shared generic logins for staff handling PII.
E. Transparency & equity (should)
❑  There is a plain-language privacy policy families can read.
❑  The tool is accessible (screen-reader friendly, captions) and works on our actual devices/bandwidth.
❑  A no-cost path exists so access does not depend on family payment.
Decision
	Outcome
	Meaning

	Approved
	All "must" items met; added to the AI Tool Directory

	Approved with conditions
	Usable with named restrictions (e.g., teacher-account only)

	Not approved
	One or more "must" items unmet



Reviewer signature: ______________________________   Date: __________________



